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U Overview of our Past & Ongoing Reseayelith application to
complex information networks, e.g., Internet, Clouds, Grids

U What is the problem and why is it hard?

U Four Approaches we are investigating:

Sensitivity Analysis + Correlation AnalysfsSldstering

Combine Markov Models, Graph Analysis & Perturbation Analysis
Anti-Optimization + Genetic Algorithm

Measuring Key System Properties such as Critical Slowing Down

> W

U Example of Sensitivity Analysis + Correlation Analysis &

Clustering applied to a TCP/IP Network Maglebsely related to
the theme of this topical event: Measurement of Complex Networks

July 12, 2012 SFI Workshop
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Our Past ResearchiHow can weinderstand the influence of distributed
control algorithms on global system behavior and user experience?

A Mills, Filliben, Cho, Schwartz and Gei8itydy of Proposed
Internet Congestion Control MechanisfhiST SP 50082 (2010).

A Mills and Filliben, "Comparison of Two DimensReduction
Methods for Network Simulation ModelsJpurnal of NIST
Researci16-5, 771783 (2011). Congestion Control Mechanisms

A Mills, Schwartz and Yuan, "How to Model a TCP/IP Network usin
only 20 Parameters'Rroceedings of the Winter Simulation
Conferenc€2010).

A Mills, Filliben, Cho and Schwartz, "Predicting Macroscopic
Dynamics in Large Distributed Systenf&a'gceedings of ASME
(2011). o

A Mills, Filliben and Dabrowski, "An Efficient Sensitivity Analysis —
Method for Large Cloud Simulation®toceedings of the4
International ClOUd Computing ConferentEEE (2011) http://www.nist.gov/itl/antd/Congestion_Control_Study.cfm

A Mills, Fillibenand Dabrowski "Comparing VMPlacement
Algorithms for OrfDemand Clouds'Rroceedings of IEEEoudCom
91-98 (2011).

For moresee http://www.nist.gov/itl/antd/emergent_behavior.cfm
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U Our Ongoing & Planned Researdhow can we help to
Increase the reliability afomplex information systems?

U Research Goalgl) develoglesigntime methodsthat system engineers
can use to detect existence and causes of costly failure regimes prior to
system deployment and (2) developn-time methodsthat system
managers can use to detect onset of costly failure regimes in deployed
systems, prior to collapse.

U Ongoing investigating
a. Sensitivity Analysis + Correlation Analysis & Clustering
b. Markov Chain Modeling + Ctet Analysis + Perturbation
Analysis (MCM+CSA+P@&)g., Dabrowski, Hunt and Morrison|
GLYLINRPGAY3I GKS 9FFAOASYyOe 2 [ K|

5A &0 NR o6 dziil SIST IR &@400B)Y & € =
c. Anti-Optimization + Genetic Algorithm (AO+GA)

NIST
o s of
St ey

http://www.nist.gov/itl/antd/upload/NISTIR7744.pdf

U Planned:investigate ruatime methods based on approaches that may

provide early warning signals for critical transitions in large systems
SchefferSi | f O NyRIYNE & Ay f & MANBEBNBEGI 2009 ( NI
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U Problenm Given a complex information network (represented using a .
simulation model), how can one identify conditions that could cause, ¢ ..q
global system behavior to degenerate, leading to costly system outageasior

NIST

National Institute of 4, 20 1 Py )
Standards and Technology Why lS It Hard’) i Reason 1 Ao o

Determining causality is difficulg in a complex system, global behavior is not easil
predictable, even if behavior of the components is understood completely

Normal pdf

0.3

For example, unexpected collapsein
the mitigation probability density

function cffjob_completlon t|n'_|es in Attack pdf
a computing grid was unexplainable :
without more detailed data and

analysis. U Mitigation pdf
SeeK Mills and C. Dabrowski, "Investigating Global /

Probability

=]
=

Behavior in Computing GridsSSelfOrganizing Systems 1 S R
Lecture Notes in Computer Science, Volume 4124 ISBN 9787« s &7 s ¢ & 8 s o o8
3-540-376583, pp. 120136. ¢ Tine >
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Size of the search space!!

iz YX 2= XuporE x 2% b upx s
J

\ J \
| Y

Model Response Space Model Parameter Space

For example, the NISJoalasimulator oflaaSClouds has about= 125
parameters with averagk = 6.6 values each, which leads to a model
parameter spacef ~10'9° (note that the visible universe had (8% atoms)and the
Koalaresponse space ranges fram= 8 tom = 200, depending on the
specific responses chosen for analysis (typically 45).

July 12, 2012 SFI Workshop 6
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U Sensitivity AnalysisDetermine which parameters most significantly influence
model behavior. Reduces parameter search space and identifies conditions
under which alternate control algorithms should be compared.

U Correlation Analysis & Clusterinpetermine response dimension of a model.

Use 2level, orthogonal fractional factorial (OFF)
experiment design and main effects & interaction
analyses to identifysignificantmodel parameters

Use correlation analysis and clustering to identify
unique behavior dimensions of your model

(232)82 —— O( 10789) [ 10%0 = atoms in visible universe]

Group related remaining parameters—reduce by 59 parameters
(232)23___> 0(10221)

Fix parametersnot considered germane — reduce by 12 parameters
(232)11_, 0(10105)
Select only 2 values for each parameter

245 9048

Use experimentdesign theory to reduce
parametercombinations to 256

2 11-5 >64

Use sensitivity analysis
results to identity six most
significant parameters

6-1
2= 32
Use experiment design theory again to reduce
parameter combinationsto 32

Model

Reduction
Level

Reduction

Experiment
Design Theory

Analysis

Resp SA1-small SA1-large SA2-small SA2-large
Compute correlation coefficient Dimension (9 dimensions) (8 dimensions) (10 dimensions) (9 dimensions)
. y1,y2.y3.y5, y1,y2.y3,y5. 1 s vse | vay2ivays
(r) for all response pairs Blouliowitdle V6.y8.y9, 10, | y6.y7.v8, 19, {e'?Va I,; ¥ | RIS
DemandiSupply | ¥13.y23.y24. | y10.y13,y23, | Y25 S0 VI
K T Ratio V25, y29,y30. | y34.y25.y29. /; L% /} * Y23,y
Examine frequency distribution y2,Y34 Y36, | ¥30y92, Y33 v y-2/5 y}g ] 25,738
. 2 y34. y36. y. :
for all |r| to determine Cloud-wide y10.711.y12. | 10511512 | Y40 10 iz | Y101
i i esource ’ . N v .
threshold for correlation pairs o via.y1a, Y15 | y13.y14. Y15 |7 13 1 y1s | V1% 7135 14,

to retain; |r| > 0.65, here 776, Y18, 19,

y16.y17.y18. | y16.y17.y18, | Y20.¥21.Y26. | y16 17 18,

Variance in yiey20.y21. | y1oy20.y21. | Y27 |19 2, y21

Create clust(?rs of mutually ClusterLoad V26,427 V26,27 [ 17 aom 26, y27
correlated pairs; each cluster util)
represents one dimension [
P Mix of VM v34, Y35 ws) 31 Va0 vt yer | Y31.yss.
Types Va1 ws) e y36 y34.y35
Select one response from each y31 ws) PR 15, Y36 os)
cluster to represent the Number of VMs | y29, y37 y37 v, Y37 y29
dimension; we selected EamArval y4 y4 y4 V4. y37
response with largest mean Realiocation V7 (cluster)
. i 7.y22 y7. Y22 y7. Y22
correlation that was not in Rate o ¥ VY22inode) | 7 y
* V:\ri'ancein
another cluster Choice of y28 y28 y28 y28

SeeMills, Filliben and Dabrowski, "An Efficient Sensitivity Analysis Method for Large Cloud SimulBtiocetdings of the4
International Cloud Computing ConfereniteEE (20)2Rnd Mills and Filliben, "Comparison of Two Dimensieduction
Methods for Network Simulation ModelsJournal of NIST Reseafd6-5, 771783 (2011).

July 12, 2012 SFI Workshop
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Using S|mulated fallure scenarias a
Markov chain model to predict failures in a Cloud

Example: Markov simulation and
perturbation of a minimal st cut set
of a Markov chain graph:

A

Corresponds to software failure
scenario involving multiple
faults/attacks.

Simulation identifies threshold
beyond which increased failure
incidence causes drastic
performance collapse

A Verifiedin target system being
modeled (i.e., Koala, a largscale
simulation of a Cloud)

July 12, 2012 SFI Workshop
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MULTIDIMENSIONAL ANALYSIS TECHN|QUES

Principal Components Analysi
/[ fdzaGSNAY IS X

{Generation, Individual, Fitness, Parameter 1 value,é .Parameter N value}
{Generation, Individual, Fitness, Parameter 1 value,é .Parameter N value}

G E N ETI C ALG O R IT H M {Generation: IndividuaI: Fitness: Parameter 1 value:é :Parameter N value}

{Generation, Individual, Fitness, Parameter 1 value,é .Parameter N value}
{Generation, Individual, Fitness, Parameter 1 value,é .Parameter N value}

Growing Collection of Tuples:

{Generation, Individual, Fitness, Parameter 1 value,é .Parameter N value}

& Mutation Anti-Fitness

é

{Generation, Individual, Fitness, Parameter 1 value,é .Parameter N value}

. . 1 {Generation, Individual, Fitness, Parameter 1 value,é .Parameter N value}

Rec o m b | n atl 0 n Sel eCtI O n b aS ed O n {Generation, Individual, Fitness, Parameter 1 value,é .Parameter N value}
{Generation, Individual, Fitness, Parameter 1 value,é .Parameter N value}

{Generation, Individual, Fitness, Parameter 1 value,é .Parameter N value}

Anti-Fitness Reports

MODELSIMULATORS

List of parameters
and for each ﬂ d
parameter a MIN,

MAX and E J E

precision.

Model Parameter j ﬂ ﬂ ﬂ

Specifications Population of Model

July 12, 2012 SFI Workshop Pafameterizatiogs

Parallel Execution of
Model Simulators
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A simpleunivariateexample predicting power
rid blackout in a human engineeresiystent

(3) Critical slowing down
measured by rise in
autocorrelationin

detrended data

(1) Measured
frequency

detrending

. \

A o

-6 5 -4 -3
Time before critical transition (minutes)

*From P. Hines, EotillaSanchez, and BlumsackTopological Models and Critical Slowing Down: Two Approaches to Power System Risk Analysis.
Proceedings of the #Hawaii Conference on System ScienteEE Computer Society, Washington, DC, p5A510.

July 12, 2012 SFI Workshop 10
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Sensitivity Analysis + Correlation Analysis & Clustering
applied to a TCP/IP Network Model

(using an 11-parameter subset of a 20-parameter model*)

Questions (1) What responses characterize system behavior?
(2) What factors drive system behavior?

Vi YK 2= (X xr X w3
)

| J \
| Y

Model Response Space Model Parameter Space

In the example that followsn=22,n=11 anck= 2

The approach is generahs we have demonstrated on a TCP/IP model
with m=45n= 20 andk = 2 and on a Cloud Computing model wril*= 38,
n=11andk=2 and withm=45n=20 anck= 2

*For a discussion of the full tarameter TCP/IP modsée Mills, Schwartz and YuatHow to Model a TCP/IP Network
usingonly 20 Parameters'Rroceedings of th&/inter SimulatiorConferencé2010.

July 12, 2012 SFI Workshop 11
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(including propagation delays & routing paths)

FastAccess 20
DirectlyConnectedAccess 100
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Factor Name Plus (+1)Setting Minus (-1) Setting
x1 Propagation Delay Multiplier 2 1
Network x2 (1] Network Speed Multiplier 1 2
Factors
x3 Buffer Sizing Algorithm RTXC RTKGSQRTif)
x4 Average File Size 100 packets 50 packets
User x5 AverageThink Time 5000ms 2000ms
Factors
X6 [1] Probability User Downloads 10x File 0.01 0.02
X7 1] Probability of a Fast Host Connection 0.2 0.4
«8 Multiplier for Number of Sources & 3 5
Source & Receivers per Access Router
Receiver o
x9 Distribution Pattern of Sources P2P WEB
Factors
x10 Distribution Patternof Receivers P2P WEB
E;%iz(r:sl x11 Initial TCP Slowstart Threshold 1.07x10 packets 43 packets

1l Unfortunately, we coded these settings backwards from the usual convention of higher value for the Plus setting,
so care must be taken when interpreting the results for these factors i mainly the network speed factor. Sorry.

July 12, 2012 SFI Workshop 13
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16 Responses Characterizing Macroscopic Network Behavior

Response Name Definition
yl # Sending Flows Active Flowg;, flows attempting to transfer data
y2 % Sources Sending Proportion of potential flows that were active: Active Flows/All Sourci
y3 # Packets Entering Data packets entering the network per measurement interval
y4 # Packets Exiting Data packets leaving the network per measurement interval
y5 Loss Rate Loss Rate: y4/(y3+y4)
y6 # Flow Completions Flows Completed per measurement interval
y7 FlowCompletion Rate Flow-Completion Rate: y6/(y6+yl)
y8 # Connection Failures Connection Failures per measurement interval  Global Behavior
y9 Connection Failure Rate ConnectionFailure Rate: y8/(y8+y1)
y10 Retransmission Rate Retransmission Rate
yll AverageCongestion Window Congestion Window per Flow
y1l2 # Window Increases Window Increases per Flow per measurement interval
y1l3 # NAKs Negative Acknowledgments per Flow per measurement interval
yl4 # Timeouts Timeouts per Flow per measurement interval
y15 Average Roundrip Time Smoothed RoundTrip Time
y1l6 Queuing Delay Relative queuing delay: y15/(x1x41)

+ 6 Responses Characterizing Instantaneous Throughput for Active Flows by C

Response Definition
y17 AverageThroughputor ActiveDD Flows
y18 AverageT hroughputfor Active DF Flows
y19 AverageT hroughputfor Active DN Flows .
y20 AverageT hroughputfor Active FFFlows User Experlence
y21 AverageThroughputfor Active A\ Flows
y22 AverageT hroughputfor Active NN Flows

July 12, 2012 SFI Workshop 14
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X1 X2 X3 X4 X5 X6 X7 X8 X9 X10 X11

Template for a 2_evel 2> Orthogonal Fractional Factorial
(OFF) experiment design specifying the combination of

R parameter level settings for 64 simulation runs
dagddtadd 39 32 N
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Each

response
observed

under the same
64 combinations
of parameter
settings

Red80>|r|x100 <100 Blue30:>|r|x100 < 80 |r|x100 < 30
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